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Defending Against Crime 
A Security Framework for 
Automobile Dealers

Best practices for implementing 
multi-layered physical security 
founded on proactive deterrence
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Securing automobile dealerships has 
always been challenging – having 
hundreds of high-value assets parked 
in the open is a 24x7 invitation for theft 

and vandalism. 

The pandemic and the corresponding 
economic downturn have inflamed 
these challenges, as has the recent 

spree in catalytic converter thefts.

Many dealers have implemented new 
security measures and technologies 
to address these heightened security 
issues. In doing so, they’ve made their 
businesses more secure and resilient 
against an often unpredictable crime 
environment, which also provides a 

blueprint for other dealers to follow. 

This tip sheet is designed to give 
automobile dealers a framework for 
ensuring their dealerships are following 

best practices in physical security.

Blueprint Summary



4+1 (866) 616-1318  |  pro-vigil.com

While the world is always changing, a good security strategy is 
always based on layers – that is, different layers of security controls 
designed to frustrate criminals. And, these controls need to become 
increasingly active as the criminal’s behavior and proximity to valuable 
assets make their intent clear.

For example, you don’t want to call the police just because someone 
is walking across your lot. But you probably do want to take action 
with pre-emptive or police measures if that person suddenly veers 
toward a car and drops to the ground (behavior suggesting a catalytic 
converter theft).

The first step toward building a security framework is to understand 
the overall crime environment in the area where the dealership is 
based. From there, you can plan controls and investments across 
three layers of defense: The perimeter of the dealership, the lot and, 
finally, the buildings.

This approach covers the “crime continuum” for dealers – from 
establishing  the overall risk profile of their business (i.e., “How likely 
is it for us to be attacked, by whom, and do we need extra investment 
based on elevated risk?”), right down to tactical considerations, such 
as “how should I protect key fobs” and “how do I prevent fraudulent 
damage claims in my service center?” 

Building a Security Strategy
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Understanding the Crime Environment

Evaluating the local crime environment informs the security strategy. This 
can be done in a few ways: 

Downloading crime statistics by zip code. The FBI’s Crime Data 
Explorer is a good place to start and can give auto-theft statistics, as 
well as those for general burglary and larceny.  

Accessing the latest car theft statistics by car model. When doing 
this, don’t simply rely on national statistics, because the most stolen 
models vary from state to state. For example, the Honda Accord is the 
most stolen vehicle in New York, but Ford full-size pickup trucks are 
the most stolen in Texas.  Insurance.com maintains this data, as do 
other sites. 

Contacting the local police. To gain more granular information, 
dealers can also contact the local police department to understand 
if there have been any notable crime trends in the area. For 
example, has there been any unusual activity around vehicle theft, 
catalytic converter theft, general commercial break-ins, etc.? It’s also 
helpful to ask how the police inform the community (or in this case, 
businesses likely to be targeted) when they do notice such trends. 
Also, establishing a connection with the police is a good idea for any 
business that may need their help.  

Gaining this information enables dealers to understand the risk 
environment for their location. And, it should be a “living” process 
where crime information is updated on a regular basis (semi-annually or 
annually), since risk environments are constantly changing.  

This can be especially valuable to dealers with multiple locations, who 
may want to adjust their security investments according to the risk profile 
of the surrounding community of each location. 

https://crime-data-explorer.fr.cloud.gov/
https://crime-data-explorer.fr.cloud.gov/
https://www.insurance.com/auto-insurance/coverage/the-most-stolen-cars-in-every-state.html
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The most desired outcome of a would-be theft is to deter intruders 
before they have the opportunity to commit a crime. This is why having 
deterrents at the perimeter are important. Here are a few examples of 
impactful deterrents dealers can implement at the perimeter:

LAYER ONE:  The Perimeter1

Implementing Fences or Gates with Locks

This is a good way to deter opportunistic criminals or 
vandals. Gates and fences are the first line of defense against 

trespassers, but they need to be locked to be effective.

And while this may seem obvious, unlocked gates are often a 
contributing factor to successful attacks. Make sure there is a 
process and responsibility assigned for locking entry and exit 

points every night.

Parking your Worst Used Car at the Entrance / Exit

Smash-and-grab attacks are common, where criminals drive 
through locked fences. Putting your worst jalopies at entrances 

and exits is a good way to stop this kind of attack.
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Prioritizing Good Lighting Along the Perimeter

This also serves as a deterrent – criminals thrive in the dark and 
hate good lighting. 

Posting Signage Warning Trespassers to Keep off the Lot

This can make opportunistic intruders think twice, especially if the 
signs warn them of video cameras monitoring the property, guards 
on duty, etc. Also, make it clear nobody is allowed on the lot after 
hours (the days of the “salesperson-shy shopper” browsing after 

hours are over – those people now shop online!).

Removing “Bait” from the Perimeter
 

You don’t want highly desirable cars or other inventory lingering 
out by the perimeter at night. “Out of sight, out of mind” is a better 
strategy – so park those high-end vehicles out of sight, or at least 

close to the building.
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This is where prevention becomes more difficult, and intervention 
becomes more likely. If someone has taken the time to breach the 
perimeter, it raises the likelihood that they have criminal intent. 

At this point, time also becomes very important – the more time 
it takes for someone to perform a criminal act, the more likely it is 
they’ll get caught. 

Lot-focused security measures include:

Creating barriers and forced walking routes between the 
street and the building. This can be done through rows of 
cars, walls or other barriers. Seconds count, so delay intruders 
as much as possible.

Having active security measures to send intruders running 
back to the street. There’s the traditional security guard 
approach to this, or modern remote video monitoring services 
(RVMS) with audible and visual deterrents. Or, they can work in 
tandem, with the RVMS alerting the security guard to respond. 

Removing flags, banners and other promotional materials at 
night. These can distract both eyeballs and cameras, helping 
intruders escape detection. 

Making sure vehicles are locked. Just like locking perimeter 
gates and fences, this may sound like an obvious tip. But, 
on a busy lot during the day, car doors or truck tailgates are 
sometimes left unlocked.

LAYER TWO:  The Lot2
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Finally, there’s the inner layer of defense: the building. The 
building represents multiple sources of risk, from key fob theft, 
to fraudulent damage claims in the repair shop, to old-fashioned 
smash-and-grab crime. 

In addition to the obvious burglar/fire alarm for the building, here 
are some key considerations to keep the “nerve center” of the 
dealership secure:

LAYER THREE:  The Building
(and the People Inside) 3

Having Hard Hours for 
Opening and Closing

Make it clear that nobody should 
be on the premises outside 

of those hours. This will make 
intruder detection much easier. 

Locking Down those Fobs
Key fobs have become a primary target for 
criminals, and they will use many tactics to 
get them – from smash-and-grab attacks, 

to con games with sales reps to steal fobs off keychains, to 
pickpocketing. 

It is important to have a strong key fob management system in 
place – both in terms of secure storage and key-management 
processes that prevent would-be criminals from pocketing key 
fobs while posing as customers.
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Regularly Checking Locks
A basic precaution, but it’s amazing how often 
locks are in disrepair or left unlocked. 

Putting Cameras at Service Bay 
Entrances and Exits
False claims of vehicle damage or 
personal injury are relatively common. 

Having high-quality video at the entrance and exit of every 
service bay can help dealers disprove such claims, which will 
save them lots of time and money over the long term. 

Educating Employees
Employees need to understand the importance of security, 
why the dealership has specific security processes in place, 

and also the potential scams they may encounter where 
criminals attempt to steal key fobs from them, customers 

claim vehicle damage from service, etc.
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Multi-location dealerships have an 
additional layer of complexity – and 
that is to map their security strategy 
to the specific risk factors around 
each dealership. 

For example, those located in areas 
with higher crime rates may require 
more investment than ones in low-
crime-rate areas. 

There is also a responsibility 
challenge – it is easy for things 
to fall through the cracks if each 
location is left to its own devices for 
security. 

Strategy and level of investment 
should be catered to each location, 
but ongoing management of 
security operations is more effective 
if it is centralized. 

This is where RVMS can play a big 
role – by consolidating dealerships 
under a single RVMS provider, 
leadership can manage security 
processes and events across any 
number of dealerships through a 
single source.

The Multi-Location 
Challenge
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When it comes to keeping trespassers off your property and protecting 
your dealership from all types of crime, it’s important to build a physical 
security model based on multiple layers of protection (three in fact!). 

Doing so, and following the best practices in this tip 
sheet, will help you proactively deter crime 
on your dealership. 

And, that’s the best possible 
outcome a business owner 
can hope to achieve. 

Multi-layered Physical Security 
for Proactive Deterrence
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About Pro-Vigil

Founded in 2006, Pro-Vigil provides remote video 
monitoring solutions to organizations across North 
America. The company provides both on-premises 
and mobile intelligent video monitoring systems, 
and 24x7 remote monitoring services. 

Unlike typical remote video monitoring services that 
require companies to make large up-front capital 
investments in equipment and installation, Pro-Vigil 
is pioneering the concept of Video Monitoring as a 
Service, where customers simply pay a monthly fee 
for monitoring services, with no capital investments 
required. Pro-Vigil is backed by The Riverside 
Company, a global private equity firm.

To find out how Pro-Vigil can help you deter crime 
or to learn more about the company’s remote video 
monitoring services, contact us today.
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