
Building a

Physical Security Program
for your Dealership



Physical security is mission critical to 
protecting your dealership from all 
kinds of crime – theft, vandalism, 
customer fraud, and so much more. 
The problem is, security isn’t easy – 
and that’s because there is no 
“one-size-fits-all” solution. 

Successfully keeping trespassers off 
your property and protecting your 
business requires a customized 
security strategy based on your 
dealership’s unique risk profile. 

For many dealers, developing a 
customized physical security strategy 
can be an overwhelming prospect. 

To help ease the burden and make the 
process more manageable, Pro-Vigil 
has created a four-step roadmap to 
help get you started down the path 
that will lead to crime deterrence.

The first step in developing your physical security strategy is 
conducting a site assessment. If you don’t have a clear 
understanding of your existing estate, you can’t effectively 
plan for your desired state of security.

Here are some questions to consider as you assess your 
coverage area and determine your video surveillance 
requirements:

1. What is the total area, in square feet, that needs to be 
protected? Note: You’ll want to include your entire lot with both new and used 

vehicles, as well as any areas where customer vehicles may be stored for repairs.

________________________________________________________
________________________________________________________
________________________________________________________

2. What is your field of view (FOV) to record?
________________________________________________________
________________________________________________________

3. How many cameras do you think you will need? Note: For a 

frame of reference, a commonly used camera is the AXIS M2025-LE Network 

Camera, which has a horizontal FOV totaling 115 degrees, and a vertical FOV 

totaling 64 degrees.

________________________________________________________
________________________________________________________
________________________________________________________
________________________________________________________

The Four-Step Roadmap
Locking Down the Strategy

4. Where should cameras be placed? 
Camera #1: ___________________________________________ 
Camera #2: ___________________________________________ 
Camera #3: ___________________________________________ 
Camera #4: ___________________________________________   
Camera #5: ___________________________________________   
Camera #6: ___________________________________________   
Camera #7: ___________________________________________   
Camera #8: ___________________________________________  
Other Cameras: ______________________________________
______________________________________________________  

5. What length of cable will you need for each?
Camera #1: ___________________________________________ 
Camera #2: ___________________________________________ 
Camera #3: ___________________________________________ 
Camera #4: ___________________________________________   
Camera #5: ___________________________________________   
Camera #6: ___________________________________________   
Camera #7: ___________________________________________   
Camera #8: ___________________________________________  
Other Cameras: ______________________________________
______________________________________________________    

6. Will you need any additional equipment to get 
cameras up and running? (For example, cables, power sources, 

WiFi, etc.)

______________________________________________________ 
______________________________________________________ 
______________________________________________________ 
______________________________________________________ 
______________________________________________________ 
______________________________________________________ 
______________________________________________________ 
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Once you know the physical requirements of your 
dealership, you’re ready to move to the next phase in the 
process: a security risk audit. 

This will help you build a risk-profile unique to your 
business. Then you can prioritize investments and plan 
security controls based on the biggest threats to your 
dealership. 

Your security audit should focus on two distinct areas:

Risk
1. Identify your existing security challenges, as well as 
potential threats, to prioritize future areas of investment. 
Here are a few examples of challenges you may be facing:
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Here are a few examples of challenges you may be facing:

Step Two
Execute a Security Audit

Risk Governance

Your dealership is prone to 

security breaches.

Your perimeter lacks proper 

fencing.

Your site includes blind spots.

Your site does not have proper 

lighting. 

Your dealership is in a 

remote location. 

Your site is not currently 

monitored by onsite or 

remote personnel.

Other: ______________________

_____________________________
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Once you know the physical requirements of your 
dealership, you’re ready to move to the next phase in the 
process: a security risk audit. 

This will help you build a risk-profile unique to your 
business. Then you can prioritize investments and plan 
security controls based on the biggest threats to your 
dealership. 

Your security audit should focus on two distinct areas:

Risk
1. Identify your existing security challenges, as well as 
potential threats, to prioritize future areas of investment. 
Here are a few examples of challenges you may be facing:

2. Related to the previous question, determine the
reason(s) your dealership needs security. For example:

Protection from criminal activity (theft, vandalism, etc.).

Protection from loitering.

Protecting costs, assets or personnel.

Customer safety and peace of mind.

Other: ____________________________________________________

___________________________________________________________

___________________________________________________________

___________________________________________________________

The underlying reason for security will help you outline 
the right goals to get you to your desired state of 
physical security.  

Governance

3. Consider any legal requirements governing the use of
video surveillance cameras and other security
technology at your dealership. Many states have laws
regarding the use of video surveillance, specifically, so it’s
important to get up-to-speed on applicable laws in your
city and state before you deploy any technology.
_________________________________________________________
_________________________________________________________
_________________________________________________________
_________________________________________________________
_________________________________________________________
_________________________________________________________
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At this point in your journey, you should 
now have a good understanding of your existing 
security challenges and your goals for overcoming 
those challenges. 

Next on the list is identifying the resources required to 
help you achieve your security goals – and this 
includes selecting your video surveillance technology.

Here are 3 tips to keep in mind as you go through the 
evaluation process.

Favor IP-based Camera Systems, 
When Possible
Today’s IP-based security cameras are light years 
ahead of older CCTV analog models. Not only do IP 
cameras offer better image quality, which can be 

+1 (866) 616-1318   |   Pro-Vigil.com

instrumental in recognizing suspicious activity, but they 
cost less in the long run, are easier to use, and offer 
advanced digital features and functionality.  

Whatever system you choose, make sure it checks all of 
your technical boxes and meets all of your security 
needs (i.e., those you outlined in Step 2, Question 2).

               Security                                       Does The System
                 Need                                           Meet This Need?

1. Protection from criminal activity
2. Protection from loitering
3. Protecting costs, assets or personnel
4. Customer safety and peace of mind
5. 
6. 
7. 
8. 

Align IP Cameras with Coverage Areas
There are several different types and sizes of IP cameras 
to choose from — and the right choice for your 
dealership depends on your site set up. 

Revert back to the information you obtained in the site 
assessment phase and then select the right camera for 
each identified coverage area. 

For example, if you need to monitor and protect a full 
inventory lot, you may select panoramic cameras, which 
can capture larger areas. If you need surveillance at the 
entrance and exit to a service bay, a standard camera 
may work just fine. 

Consider Additional Features
Many IP surveillance systems can be customized 
with additional features that you can leverage to 
maximize security. 

When evaluating different cameras, see if they 
include features such as:
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Effective security plans encompass more than technology; 
they also include people and processes. With that in mind, 
consider the following best practices when developing 
and rolling out your security plan:

Notify employees and other key stakeholders about 
your physical security plan and selected video 
surveillance technology.
Create a Surveillance Program Policy Statement.
Select a designated point-of-contact to notify in the 
event of a security breach.
Implement ongoing training and awareness programs 
for employees, so they are aware of the dealership’s 
security processes.
Make sure employees understand the consequences 
of not complying with those processes, and know how 
to use video surveillance systems and other 
technology to help deter crime.

Step Four
Include People and Processes
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Pro-Vigil has the expertise, 
experience and video 
technology to help you 
protect your dealership 
from all types of crime. 
Our security professionals will 
guide you through every step 
of the security journey – from 
assessment and plan 
development, to video technology 
implementation and post-deployment 
monitoring and maintenance. 

With Pro-Vigil, you’ll be able to detect crime within 24 
seconds and deter crime within 30 seconds, and you’ll 
work with a partner you can trust.

To find out how we can help deter crime at 
your dealership, contact us today. 

For a free quote, go to:

+1 (866) 616-1318   |   Pro-Vigil.com

Why Pro-Vigil?
Proactive Dealership Security

Pro-Vigil.com/free-quote
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