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A New Way to Secure Enterprise 

Properties from Crime

Preventing theft, vandalism and other property crimes 
can be a challenge for businesses of all sizes. But, it’s an 
especially complex task for enterprises with multi-floor 
offices, multi-locations around the world and thousands 
of employees coming and going 24x7x365. Protecting 
enterprise companies from crime requires a lot more 
than installing a few standard video cameras or hiring a 
few security guards.

The problem with using traditional “record-and-store” 
video cameras for surveillance is that they only allow 
you to playback video of a crime after it has already 
happened. They don’t let you stop a crime in progress. 
While security guards might be able to do this from time 
to time, there are drawbacks to using them, too. 
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Today, a much more effective and affordable way to protect 
enterprise properties is to combine enterprise security video 
surveillance systems with a strong security framework 
comprised of four components: 

Following, we’ll dive into these four areas while providing a blueprint 

for a strong enterprise security program.  

1. PLANNING

2. PROCESSES

3. TECHNOLOGY

4. PEOPLE

For starters, there is no way an onsite guard – or even a few – can cover every corner of a 

multi-floor or large property simultaneously. And, deploying the number of guards required to 

make this happen – across multiple locations – would be cost prohibitive. Even if you had a 

big budget to devote to security guards, they can’t be everywhere at the same time, so video 

cameras still would be needed for support.
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Planning

Design a Customized Security Strategy 

for Each Property

When it comes to deterring crime on 
enterprise properties, there is no 
one-size-fits-all security strategy. 
For example, construction sites will have 
much different security infrastructure 
needs than a series of retail storefronts. 
Additionally, the security strategy you use 
to stop crime on one property may not 
work for another. A dealership or 
construction site in a suburban or rural 
location, for example, will have different 
security management concerns than one 
located in a city center.

CHAPTER 1: 
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When determining the biggest threats at each property you own, 
consider factors such as: 

• Building/property location,
• The volume of customer/visitor and employee foot traffic,
• The location’s geography and physical footprint,
• The area’s crime rate, and
• Weather or other mitigating circumstances affecting

video surveillance.

Once you determine the biggest threats to each of your properties, you can begin to develop your 
localized plans and prioritize security processes and technology investments accordingly.
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                                  To effectively stop crime 
across enterprise properties, each location 
must have a customized security plan based 
on its unique risk profile.
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In the planning process, identify your existing security 
challenges, as well as potential threats, to prioritize 
future areas of investment. Here are a few examples 
of challenges you may be facing. Your site:

☐ Is prone to security breaches.
☐ Is prone to loitering.
☐ Includes blind spots.
☐ Is in a remote location.
☐ Covers a large area or multiple city blocks.
☐ Is located in a high-crime area.
☐ Is not currently monitored by onsite or

remote personnel. � 
☐ Lacks proper fencing.
☐ Lacks proper lighting.
☐ Other.

Planning Security ChecklistStep 1:
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Processes

Develop and Execute Tactical 
Security Strategies

Your individual security plans should include 
tactical strategies that address your biggest 
areas of risk. 

CHAPTER 2: 
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HOT TIP:  The most e�ective security plans combine 
general best practices that apply to most organizations, 
with vertical-specific tips that address factors specific to 
the industry you’re in.



For example, here are -
4 Strategies To Prevent Crime
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Create a Perimeter – Gates and fences are the most common 
perimeters, and they serve as the first line of defense against 
trespassers. But, to be effective, someone must be responsible for 
locking entry and exit points every night. 

Additionally, any holes or openings must be fixed as soon as they 
are detected.

Light Up the Site − Criminals hate light, so keep your property 
well-lit – both along the perimeter and within the interior of your 
property. 

If your site doesn’t have access to electricity, consider implementing 
motion sensor solar lights similar to those you put on your garage or 
front door at home. 

They are just as effective as commercial flood lights and often can 
be much cheaper and more accessible (available at your local 
hardware store).



Post Signage Warning Trespassers to Keep off the 

Property – Signage can make some intruders think twice, 
especially if it warns them of video cameras monitoring the 
property. 

Establish “Hard” Hours for Opening and Closing – This 
will make it clear that nobody should be on the premises 
outside of those designated hours. And, if they are, 
detecting those intruders is much easier.

HOT TIP:  
Remove “bait” from the perimeter. Avoid placing highly desirable 
cars, heavy equipment, building materials or other valuable 
inventory by the perimeter at night. This invites criminals onto 
your property and makes it easy for them to steal materials by 
simply cutting through fencing. 
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It’s a good idea to support these general best practices with vertical-specific 
tactics that can help deter property crime. For example:

Spotlight on Construction Site Security

Secure Heavy Equipment

Prevent access to valuable heavy equipment by anchoring 
them with cable or a chain after hours. Lowering blades and 
buckets can help immobilize and secure your larger 
equipment. 

Remove Equipment Batteries

Since battery theft is an ongoing problem, detaching the 
battery’s wires or removing the battery altogether is always a 
good idea. This way, even if thieves possess a cheap master 
key they purchased online, they can’t drive large equipment 
away.

Keep Onsite Materials Lean

This might be tough, but whenever possible, keep as little 
building materials onsite as possible. Less inventory means 
fewer targets for thieves.
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Spotlight on Auto Dealership Security

Park your Worst Used Car at the Entrance/Exit

Smash-and-grab attacks are common, where criminals drive 
through locked fences. Putting your worst cars at entrances 
and exits is a good way to stop this kind of attack.

Lock Down Key Fobs

Key fobs have become a primary target for criminals, and 
they will use many tactics to get them – from 
smash-and-grab attacks, to con games with sales reps to 
steal fobs off keychains, to pickpocketing. It is important to 
have a strong key fob management system in place – both 
in terms of secure storage and key-management processes 
that prevent would-be criminals from pocketing key fobs 
while posing as customers.

Put Cameras at Service Bay Entrances and Exits 

In addition to enhancing security, putting cameras at service 
bay entrances and exits can help auto dealerships disprove 
false claims of vehicle damage or personal injury during 
service appointments. 
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Technology

CHAPTER 3: 

Select the Right Cameras for the Job

For many enterprises, video surveillance systems will play a big 
role in their physical security strategy. If your company falls into 
this category, an important part of the security planning process is 
to select the cameras that will best meet your security needs. It's 
important to note that not all video surveillance technology is 
effective for every location. 

First you must choose between fixed (permanent) and mobile 
surveillance systems. But what are these systems, and which one 
do you need? 
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Fixed systems work well for enterprises with electricity 
and WiFi connectivity, such as retail stores, 
neighborhoods and auto dealerships.

Mobile systems, on the other hand, are powered by 
solar panels and cell cards, making them a top choice 
for enterprises that lack electricity and WiFi infrastructure 
(think construction sites and oil fields.)      



                              Favor 
enterprise security systems 
that use IP security cameras. 
They offer better image
quality, cost less, are easier 
to use, and boast advanced
features and functionality.
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The reason is that today’s IP cameras are light 
years ahead of older CCTV analog models. Not 
only do they offer better image quality, which 
can be instrumental in recognizing suspicious 
activity, but they cost less in the long run, are 
easier to use, and offer advanced digital 
features and functionality.

HOT TIP:



Audio and visual deterrents, such as sirens, 
pre-recorded verbal warnings and flashing lights, to 
scare away thieves or trespassers.
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Key features of IP cameras that maximize 
security include:

Cloud recording and searchability features that make 
tagging, storing and finding specific video footage 
quick and easy.

The ability to view live or recorded camera 
footage in real time from any connected 
device.

AI-based machine learning that helps the entire 
surveillance system respond more effectively 
to threats over time.

Sophisticated analytics to help you derive value from 
video data – for example, identifying trends, and 
improving processes and customer relationships.

HOT TIP:  Why thermal 

cameras? They “see” what 

you can’t, especially in the 

dark and during poor 

weather conditions.



There are several different types and
sizes of IP cameras, so you’ll want to 
pick and choose those that are best for 
your business. For example, if you need 
to monitor and protect a full inventory 
lot, panoramic cameras that can capture 
large areas will be your best bet. 

But, if you only need surveillance at the 
entrance and exit to a service bay, a 
standard camera should do the job. 
Additionally, if you have dark areas on 
your property, you may need to add a 
few IP thermal cameras into the mix. 
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IP Camera Features



When selecting your video surveillance technology and strategy, 
consider factors such as:

�  Whether your site requires fixed or mobile video systems.
�  What advanced IP camera features will help you maximize

security at each site.
�  The total area, in square feet, that needs to be protected.
�  How many cameras will be required to monitor 

your property.
�  Where the cameras should be placed. 
�  What equipment you need to get cameras up 

and running.
�  Whether there are dark spots on your property 
     requiring infrared imaging or thermal cameras.
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Technology Security ChecklistStep 3:
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People

Pick a Partner

A strong physical security strategy – from planning and 
design, to implementation and management – takes 
time, resources and budget. In a world where security 
and management teams are already stretched thin, 
organizations might not have the personnel in-house to 
devote to protecting the premises. Outsourcing property 
protection to a video surveillance company has become 
a common way for organizations to get the security 
expertise they need, whenever they need it, at a more 
affordable price point. 

But, just like not all security cameras are the same, 
neither are video surveillance service providers. Some 
may offer standalone cameras that can help you identify 
perpetrators after a crime has been committed, but they’ll 
never enable you to stop a crime in progress. 
That’s where Remote Video Monitoring (RVM) service 
providers come in.

CHAPTER 4: 
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RVM providers combine IP security cameras (built for 
enterprise companies) with virtual security guards who 
are, in fact, live humans! This powerful combination of 
people and technology provides customers with 24x7 
proactive crime deterrence regardless of your 
property size or location.

With RVM, trained security professionals remotely 
monitor your property from an offsite operations 
center – whether you need 24x7, overnight or 
weekend coverage. Unlike a patrolling security guard, 
a virtual security guard can have eyes on every corner 
of your property all at once through your enterprise 
security camera system. 

With this comprehensive, real-time view, they can 
identify suspicious activity quickly, sound audio 
deterrents and flash bright lights to deter crime, and 
notify authorities when intervention is needed. 

HOT TIP:  Partnering with a Remote Video 
Surveillance provider can help you achieve 24x7 
proactive crime deterrence regardless of your 
property size or location. 
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Work with you to develop an overarching multi-location security  
strategy to remediate risk.

Create individual site designs for each enterprise location.

Recommend the right enterprise security cameras and lighting  best  
practices to protect assets at each property.

Help you customize your IP surveillance systems with additional 
features that you can leverage to maximize security.

Surveil all points of your business around the clock.

Focus on providing you with consistent crime deterrence. 

Be available 24x7x365 for support. 

The best part is that RVM providers will partner with you throughout every phase 
of the security journey, including the aforementioned framework steps. 

Your RVM provider will:

IP
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People Security ChecklistStep 4:

Here are some questions to ask yourself when evaluating 
enterprise video surveillance partners:

☐   Do I want to partner with a standard enterprise 
  video surveillance company or a RVM provider?

☐   Do I want to work with several providers or a single
  preferred vendor?

☐   Do I want to ask for a Master Service Agreement
  that documents the provider’s standard pricing,
  payment terms, security specs and deployment
  times?

HOT TIP:  You don’t need to have all the answers to solve 
your security gaps! Find a partner that will not only work for 
you, but with you while developing your security strategy. 
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Deterring crime on your enterprise requires 

an in-depth strategy comprised of planning, 

processes, technology and people. 

The overarching and local plans you develop, 

the tactical strategies you enforce, and the 

video technology and RVM provider you 
select, all factor into the success you have 

with business or property protection. 

While developing a physical strategy of this 

nature may sound complicated, it doesn’t 

have to be. Following the tips, best practices 

and checklists in this eBook can help you 

achieve the optimal security outcome: 

deterring crime and protecting your 
properties – no matter where they are or how 

many you own.

Customized Security for 
Multi-Site Enterprises
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Founded in 2006, Pro-Vigil provides remote 
video monitoring solutions to organizations 
across North America. The company provides 
both on-premises and mobile intelligent video 
monitoring systems, and 24x7 remote 
monitoring services. Unlike typical remote 
video monitoring services that require 
companies to make large up-front capital 
investments in equipment and installation, 
Pro-Vigil is pioneering the concept of Video 
Monitoring as a Service, where customers 
simply pay a monthly fee for monitoring 
services, with no capital investments required. 
Pro-Vigil is backed by The Riverside Company, 
a global private equity firm.

About Pro-Vigil




